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1 Introduction to the Module 
Welcome to the module Law and Regulation of Electronic Finance and Internet 
Banking. This module aims to give you an appreciation of how the internet 
facilitates the electronic delivery of banking and other financial services. It 
will examine the development of internet banking from its earliest days, to 
where it is now, and will consider what the future may hold. Similar treat-
ment will be afforded to online share-dealing venues as well as raising 
business capital through the internet.  

The module will present comparative information on the prudential regimes 
and attendant laws and regulations relating to banking and securities in the 
European Union, the United Kingdom and the United States. How govern-
ments facilitate and regulate contracts for financial products and services 
online will also be explored, as will issues relating to the protection of person-
al data in an online environment, including the role of whistleblowers. 

2 The Module Author 
G Philip Rutledge is a founding partner of Bybel Rutledge LLP, Harrisburg, 
PA (USA). His practice focuses on corporate and securities law, regulation of 
financial intermediaries and regulatory representation. He was a former 
general counsel to the Pennsylvania Securities Commission. He was also 
instrumental in shaping various provisions of US financial services legislation, 
including the Securities Markets Improvement Act of 1996, the Gramm–Leach–
Bliley Financial Modernization Act of 1999 and the Sarbanes–Oxley Act of 2002.  

He has prepared expert opinions and testified before the US Senate Perma-
nent Subcommittee on Investigations, in arbitrations before the Financial 
Industry Regulatory Authority (FINRA) and in civil litigation. Mr Rutledge is 
admitted before the Supreme Court of the United States, the Supreme Court 
of the Commonwealth of Pennsylvania, the US Court of Appeals for the Third 
Circuit and the US District Court for the Middle District of Pennsylvania. 

Mr Rutledge has taught courses in securities regulation at several US law 
schools and is a Visiting Professor of Securities Law and Regulation at BPP 
University Law School (London). He also serves as a sometime tutor at the 
Centre for Financial and Management Studies, School of African and Oriental 
Studies, University of London. Previously, he was a lecturer at the FINRA 
Institute at The Wharton School, University of Pennsylvania, in the Certificate 
Programme for Certified Regulatory and Compliance Professionals. 

He writes extensively in his area, most recently contributing a chapter on 
State Regulation of Broker Dealers for the Treatise on Broker-Dealer Regulation 
(Practising Law Institute) and State Regulation of Investment Advisers for the 
Treatise on Investment Adviser Regulation (Practising Law Institute). He 
also is the author of books on Electronic Markets (Bloomsbury) and Civil and 
Administrative Liability under Pennsylvania Securities Law (PBI Press) and also 
wrote chapters for The Sarbanes–Oxley Handbook (ABA Publishing); The 
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Fiduciary, the Insider and the Conflict (Brehon Sweet & Maxwell); and Interna-
tional Tracing of Assets (Thomson Sweet & Maxwell). His legal articles have 
appeared in the ABA Business Lawyer, Journal of European Financial Services 
Law, The Dickinson Journal of International Law, Journal of Financial Crime and 
The Company Lawyer.  

Mr Rutledge is a member of the Securities Regulation Advisory Committee 
for the American Law Institute and has served on the Board of Editors of the 
ABA Business Lawyer. He was an Inns of Court Fellow in 2000 and, in 2009, 
received the Freedom of the City of London in the Worshipful Company of 
Pattenmakers. He has served as a member of the Listings Qualification 
Hearing Panel of The Nasdaq Stock Market. 

3 Study Resources 
In addition to the eight units of this study guide, a number of articles, 
selected chapters from relevant key texts and primary source materials have 
been chosen specifically for this module as module readings. 

Due to the velocity of changes in the delivery of financial services and the speed 
at which new financial products become available, there is no published key 
text that could cover the breadth of topics addressed by this module. 

You will, however, have access to a chapter from the following: 

Gkoutzinis A (2010) Internet Banking and the Law in Europe: Regulation, 
Financial Integration and Electronic Commerce. Cambridge UK: Cambridge 
University Press. 

You will also have access to several chapters from: 

Rutledge GP and J Haines (2007) Electronic Markets. Haywards Heath UK: 
Tottel Publishing Ltd. 

In addition, you will have access to a variety of articles and cases in your 
module readings. 

4 Module Overview 

Unit 1 Introduction 

1.1 The Promise of Internet Banking  
1.2 Digital Products and Services  
1.3 Data Aggregators and Payment Systems  
1.4 The Rise of Fintechs  
1.5 Fintechs and Banking  
1.6 Millennials and the Business of Banking  
1.7 Banks and Big Data  
1.8 AI and Banking 
1.9 Cryptocurrencies 
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Unit 2 Prudential Supervision of Banking  

2.1 Prudential Regulation of Banking  
2.2 The EU Supervisory Framework  
2.3 Prudential Bank Regulation in the United Kingdom 
2.4 Prudential Bank Supervision in the US 

Unit 3 Government Regulation of the Business of Banking  

3.1 Regulation in the European Union (EU)  
3.2 Regulation in the United States 

Unit 4 Allocation of Risks in the Business of Banking and Financial 
Services  

4.1 Allocation of Risk by Statute  
4.2 Allocation of Risk in Bank–Customer Contracts  
4.3 Judicial Forum Selection Clauses  
4.4 Waiver of Jury Trial or Access to Courts  
4.5 Arbitration Provisions 
4.6  Burden of Proof  

Unit 5  Securities Activities on the Internet 

5.1 Internet Share Trading Venues  
5.2 The Rise of Robo Investment Advisers  
5.3 Issues Relating to Online Securities Offerings 
5.4 Crowdfunding in the US and UK 
5.5 Other Internet-Based Securities Offerings 
5.6 Virtual Currency and Initial Coin Offerings 

Unit 6 Prudential Regulation of Securities Activities 

6.1 Assertion of Regulatory Jurisdiction in an Online World  
6.2 US State Securities Regulators 
6.3 Securities Regulators in the EU, UK and US 
6.4 Prudential Issues Relating to the Regulation of Investment Firms 

Unit 7 Marketing and Delivering Financial Services over the Internet  

7.1 Introduction 
7.2 EU Electronic Commerce Directive (2000)  
7.3 EU Distance Marketing Directive (2002) 
7.4 EU Unfair Commercial Practices Directive (2005) 
7.5 EU Directive on Unfair Terms (1993)  
7.6 EU Directive on Alternative Dispute Resolution for Consumer Disputes (2013) 
7.7 Electronic Signatures  
7.8 Electronic Delivery of Mandated Disclosures  

Unit 8  Consumer Privacy and the Internet and Whistleblowers 

8.1 Leaky Ships – Data Security in Financial Services  
8.2 Data Protection – The EU Dimension 
8.3 Data Protection – The US Dimension 
8.4 EU–US Framework on the Transfer of Personal Data 
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8.5 Whistleblower Schemes – the Personal Data Dimension 

This module examines the delivery of banking and financial services over 
the internet. You will learn how financial service activities over the internet 
have evolved from their earliest beginnings to current cutting-edge devel-
opments. You will be exposed not only to the processes behind the furnish-
ing of banking and securities products and services (both share-dealing and 
capital-raising), but also to the prudential regulation relating to each sector. 
In this regard, comparative information will be provided, particularly with 
respect to the European Union, the United Kingdom and the United States.  

Unit 1 presents an introduction to the module. You will be provided a general 
overview of the initial promises of internet banking at the dawn of the 21st 
century and its subsequent development. The remainder of the unit focuses 
on new financial products and services that have been made possible by the 
internet (eg payment systems, virtual wallets, fintechs, etc) and that use the 
internet as a distribution system. Of particular interest is a discussion of the 
concept of ‘Open Banking’, which is now available in the UK and most likely 
will spread to many other jurisdictions in the coming decade.  

Unit 2 addresses the prudential regulation of the banking system, including 
the public policy rationale for such regulation. At the forefront will be a 
comparative review of prudential bank supervision in the EU, US and UK 
which identifies the prudential supervisory agencies for each jurisdiction 
and describes the criteria used by them to supervise and examine banking 
institutions within their jurisdiction. The various enforcement mechanisms 
available to prudential bank supervisors to address deficiencies at a particu-
lar financial institution, or systemically, are also discussed. 

Apart from prudential regulation, government also imposes regulation on 
the business of banking which governs how banks are established, how they 
conduct their business, and the terms and conditions on which their prod-
ucts may be offered to the public. With respect to establishment and regula-
tion of banks in the EU, Unit 3 addresses the concepts of harmonisation and 
mutual recognition in the context of the EU single market, as well as the 
concept of the ‘general good’ derogation, whereby certain restrictions 
otherwise prohibited by the single market are permitted with respect to the 
business of banking. This portion of the module also compares EU and US 
laws regulating banking products, such as giving legal equivalence to digital 
images of paper cheques, remote deposit capture, e-money, and online 
business banking accounts and payment systems. 

Unit 4 explores how the risks of the business of banking are allocated 
between financial institutions and their customers. These risks may be 
allocated by statute or contract or both. Contracts between banks and their 
customers relating to online banking may be subject to judicial forum 
selection clauses whereby both parties agree that any dispute will be heard 
by a tribunal specified in the contract. Also, these contracts may provide for 
the customer to waive any right to trial by jury and to submit any dispute to 
binding arbitration. The ability of banks to conclude such contracts with 
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customers, and the enforceability of such provisions, are discussed in the 
context of relevant EU and US law.  

Units 5 and 6 address securities activities on the internet, including online 
share-dealing and capital-raising. In its discussion of share-dealing, the 
module explores the important investor protection issues that have been 
identified with respect to online trading. With regard to raising capital 
through the internet, the subject of ‘crowdfunding’ is addressed; we also see 
how a number of regulatory pronouncements, mostly from the US, have 
allowed the use of general solicitation (including the internet) in offerings 
exempt from securities registration requirements. Also discussed is the rise of 
‘robo-advisers’ that provide individual investment advice solely over the 
internet. Securities regulation has historically been based on geography, and 
regulatory jurisdiction was usually asserted with reference to whether a 
person was conducting business in that jurisdiction or targeting citizens of 
that jurisdiction. The internet puts paid to distinctions based on geography, 
and securities regulators have generally adopted an ‘effects’ test to determine 
whether they will assert regulatory jurisdiction. The module not only discuss-
es this approach to jurisdiction but also describes securities regulation in the 
EU, UK and the US. In addition, attention will be paid to specific customer 
conduct issues that have arisen in relation to treatment of electronic commu-
nications, customer suitability, duty of best execution and day trading. 

The provision of financial services over the internet invokes a number of 
laws and regulations concerning advertising, soliciting and consummating 
contracts electronically, which are explored in Unit 7. As EU laws are the 
most developed in this area, attention will be focused on EU directives 
relating to distance marketing, unfair commercial practices, unfair terms in 
consumer contracts and alternative dispute resolution regimes for consumer 
disputes. The internet provides an easy and cheap method of delivering 
disclosures to consumers, customers and investors, as mandated by pruden-
tial regulators. The permitted manner of electronic delivery will be explored 
for disclosures relating to banking products and services, and by securities 
issuers and financial intermediaries. 

Consumers entering into online contracts to purchase financial services and 
products over the internet must necessarily provide a significant amount of 
personal data. Financial institutions which gather, use and process these 
data on behalf of customers have a significant responsibility to safeguard 
such personal data. Unit 8 discusses issues relating not only to data security, 
but also to a financial institution’s data protection and privacy obligations 
under the EU General Data Protection Regulation (GDPR), the US Gramm–
Leach–Bliley Act, and regulations of the US Securities and Exchange Com-
mission (SEC). Multinational financial institutions that have a need to 
transfer personal data between the EU and US must be alert to the EU–US 
Privacy Shield Framework. Companies that are subject to filing reports with 
the SEC are required by US law to maintain internal schemes wherein 
whistleblowers may provide personal data about corporate wrongdoers to 
persons both inside and outside the company. The module examines US 
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whistleblowing and anti-retaliation regimes and how they interface with the 
provisions of the EU’s GDPR. 

5 Learning Outcomes 
When you have completed your study of the module, you will be able to: 

• discuss internet banking from its origins in the early 2000s to the most 
recent developments  

• explain the concept of prudential supervision and the underlying 
public policy, and identify and describe the banking supervisory 
frameworks in the EU, UK and US  

• identify and critically discuss government regulation of the business of 
banking in the EU and the US 

• define and distinguish the concepts of harmonisation and mutual 
recognition in the context of cross-border banking services in the EU, 
and critically discuss the concept of the ‘general good’ derogation 
which underpins prudential regulation and consumer protection 

• critically discuss the methods by which risk is allocated between banks 
and their customers in the provision of banking services  

• identify and critically discuss issues arising in online share-trading 
with regulated entities and how Conduct of Business rules apply to 
online brokerage firms  

• critically discuss how securities regulators have addressed 
crowdfunding, robo-advisers and initial coin offerings as well as 
facilitating use of the internet for securities offerings exempt from 
registration 

• identify EU and US prudential securities regulators and critically 
discuss the adoption of the ‘effects’ test with respect to the assertion of 
regulatory jurisdiction 

• define and analyse the prudential issues for securities regulators 
arising from securities activities conducted through the internet 

• identify and critically discuss the relevant EU directives applicable to 
the marketing of financial services over the internet to consumers 

• outline the circumstances under which financial services firms may 
fulfil their regulatory or statutory responsibilities by electronic 
delivery of mandated disclosures 

• identify and critically discuss EU and US legislation facilitating the 
creation of enforceable contracts online, and each region’s approach to 
the use and choice of law clauses and mandatory arbitration clauses in 
those contracts 

• describe and critically discuss the provisions of EU law as it relates to 
the protection of personal data of consumers or customers of financial 
service providers, and the terms of the US/EU Privacy Shield 
Framework  
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• outline and analyse the public policy underlying the use of whistleblowers 
to identify wrongdoing by financial services establishments, and the 
tensions which such policy has caused with respect to existing EU 
provisions relating to the protection of personal data.  
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